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Introduction 

This pCR proposes an update for the solution #1.6 to include more details on the roaming scenario. The update shows that how by saving a key in the HPLMN at an authentication run while roaming, there is no need to perform an additional authentication while establishing user plane security that terminates in the H-UP-GW. 
Proposed pCR

***
BEGIN OF FIRST CHANGE
***
5.1.4.6.2
Solution details  

5.1.4.6.2.1
Architecture   

5.1.4.6.2.1.1
General
This solution describes how a security anchor could fit into the NextGen architecture, which allows separation of authentication role of the CN from the MM and SM functionality. The description of the architecture assumes that MM and SM are deployed separately and co-locates the SM with the UP entities. This split follows on from the desire to provide keys separately for the MM and the protection of the UP that terminates above the RAN and also separate the network access authentication from any secondary authentication (see Key Issue #2.10) which relates to one user bearer. The entities in the architecture are as follows:

ARPF

AUSF

SEAF

Editor’s Note: The above three and SCMF are defined in another input contribution

CN-MM: the core network node that terminate the NAS Mobility Management (MM) signalling

CN-SM/UP: the core network node(s) that terminate the SM and perform the signalling for UP and carrying the UP. 

Service provider controls the credentials for the secondary authentication as described in Key Issue #2.10 and any keys resulting from this authentication are only used to protect the UP for the particular bearers. 

Figure 5.1.4.6.2.1-1 shows the authentication architecture for non-roaming case, figure 5.1.4.6.2.1-2 shows the authentication for the roaming case figure 5.1.4.6.2.1-3 shows the authentication architecture for a non-roaming case where there a secondary authentication with a service provider to authenticate the use of a bearer.

NOTE 2: The provided figures are not intended to illustrate all uses cases. In the latter figure, the case of using keys from the secondary authentication to provide keys to protect the bearer from the UE to the core network is described. This is not preclude the use of keys from the secondary authentication to provide keys for UE to RAN protection. It is FSS if the secondary authentication could also use a SEAF. 
The dashed connections show where it is expected that data will be protected between the UE and network, whereas the other connections show where the keys are carried. The following comment/observations apply:

Interfaces: The CN-MM to SEAF, CN-SM/UP to SEAF, SEAF and SEAF interfaces are very similar as they all are used to in effect request keys from the higher layer node and also carry various authentication related information elements (these IEs would depend on the chosen authentication method(s)).

Split between ‘MM’ and ‘SM’ keying: The architecture propose to derive the keys for the CN-SM/UP from the key at the SEAF rather than from the key at the CN-MM, as there are cases where the CN-SM/UP that requires a key is not in the same network as a the CN-MM serving the NG-UE.

Inclusion of an H-SEAF in roaming cases: As can be seen from the roaming use case, there is a possibility that a key will be need from the home network and having the H-SEAF avoids the need for an additional authentication run. 
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Figure 5.1.4.6.2.1-1: Architecture for authentication framework in non-roaming scenario
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Figure 5.1.4.6.2.1-2: Architecture for authentication framework in roaming scenario
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Figure 5.1.4.6.2.1-3: Architecture for authentication framework in non-roaming scenario with secondary authentication with a service provider
Editor’s note: The expectation is that the H-CN-SM/UP to Service provider AAA interface will play a role similar to SGi.
This functional split requires a new key hierarchy and corresponding security and key derivation procedure.
5.1.4.6.2.1.Y
Procedure for home-terminated user plane session establishment for the roaming scenario
Figure 5.1.4.6.2.1.Y-1 show a flow for establishing security between the NG-UE and a Home UP-GW when the UE is roaming. If no key is kept in the HPLMN from the authentication that happens in step 5 (either the AUSF or the H-SEAF), then it will be necessary to run an additional authentication at step 17. 
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Figure 5.1.4.6.2.1.Y-1 authentiation and home terminated user plane session establishment for the roaming scenario
1 – 11. The NG-UE performs an attach procedure to the NextGen network. At the successful completion of the mutual authentication (at step 5), the AUSF provides the H-SEAF with KH-SEAF and the V-SEAF with KV-SEAF, from which subsequent keys are derived (e.g., NAS keys, AS keys, UP-GW keys). 

NOTE 1: An alternative would to hold a key in the AUSF. With this alternative step 6 would only contain the KV-SEAF and steps 16 and 18 would become mandatory.

12. The NG-UE sends a service session request messge to the NextGen network to establish a service session in which the user plane (and the user plane security) terminates at the HPLMN. The request includes the UE identity that is associated with KH-SEAF in the H-SEAF and an indication of security termination at H-UP-GW. The identity may include a NAI that can be used by the NextGen network to route the request to the SMF in the HPLMN (i.e., H-SMF).

NOTE 2: The UE security capability is provided in the service session request message.

13. The MMF, upon receipt of the service session request from the NG-UE, determines the V-SMF which interfaces with the H-SMF in the HPLMN and forwards the service session request to the V-SMF.

14. The V-SMF forwards the service session request to the H-SMF.

15. The H-SMF determines whether the NG-UE is allowed to create a home terminated service session based on the NG-UE subscription profile.

16. The H-SMF sends a key request for the home terminated user plane security protection (i.e., KH-UP-GW) to the H-SEAF.

17-1 – 17.3. The H-SEAF, upon the receipt of the key request, checks whether it has a valid security context (KH-SEAF) for the NG-UE. If the H-SEAF does not have a valid KH-SEAF, the H-SEAF sends a key request to the AUSF. If the H-SEAF determines that a fresh authentication is required (e.g., due to the key expiry), the H-SEAF triggers the authentication by sending a key request with an indication of fresh authentication to the AUSF. The AUSF sends a KH-SEAF to the H-SEAF.

NOTE 3: if the H-SEAF already has a valid KH-SEAF obtained during the prior authentication, the steps 16 to 18are skipped.

18. The H-SEAF derives a KH-UP-GW from the KH-SEAF and sends the KH-UP-GW to the H-SMF in the key response message.

Editor’s Note: Whether SM message protection is necessary in addition to NAS protection and how to protect SM messages are FFS.

19. The H-SMF sends the service session response message to the V-SMF to grant the service session creation.

20. The V-SMF forwards the service session response message to the NG-UE via the MMF. 21. The NG-UE derives KH-UP-GW from KH-SEAF and starts protecting the user plane traffic for the service session based on the service session response from the H-SMF.

22. The NG-UE sends the service session complete message to the V-SMF to acknowledge the receipt of the response message. 23. The V-SMF forwords the service session complete message to H-SMF.

24. The H-SMF install the KH-UP-GW at the H-UP-GW.

25. UL/DL data transfer for the home terminated PDU session is protected using KH-UP-GW.

***
END OF FIRST CHANGES
***
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